
SCAN REPORT

Paritor Ltd
EXECUTIVE SUMMARY

Audited on Wed Mar  4 2026 11:35:57

CONFIDENTIAL



ASV Scan Report Summary

Part 1. Scan Information

Scan Customer Name: Paritor Ltd ASV Company: Clone Systems, Inc.

Date scan was completed: Wed Mar  4 2026 11:35:57 Scan expiration date: Tue Jun  2 2026 11:35:57

Part 2. Component Compliance Summary

Component (IP Address, domain, etc.): 51.143.191.44 live.paritor.com Pass ☒ Fail ☐

CONFIDENTIAL Page 1 of 8



Part 3a. Vulnerabilities Noted for each Component

Component Vulnerabilities Noted per Component Severity
Level

CVSS
Score

Compliance
Status

Exceptions, False Positives, or
Compensating Controls(Noted by
the ASV for this vulnerability)

Pass Fail

51.143.191.44
general/tcp

The remote host implements TCP timestamps and therefore allows to
compute the uptime.

low 2.6 ☒ ☐

51.143.191.44
8172/tcp

The remote web server is not enforcing HTTP Strict Transport Security
(HSTS).

low 2.0 ☒ ☐

51.143.191.44
general/tcp

This network vulnerability test checks to see if a host has any ports publicly
open, or whether it is in locked down state on the firewall. Several methods
are used for this test which also confirm the presence of any active
protection devices (IPS, WAF, etc.). Whether a host is up and publicly
accessible can be detected in numerous ways such as: - A ICMP message is
sent to the target host. - An ARP request is sent to the target host. - A
number of TCP services are checked. In case it is configured that hosts are
never marked as dead, this can cause considerable timeouts and therefore a
long scan duration in case the hosts are in fact not available. The network
vulnerability test uses various nmap configurations to determine if ports are
publicly exposed. This may include but is not limited to arp, icmp, tcp ack, tcp
syn pings.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
general/tcp

This detection determines whether a remote host is alive by getting a
response when sending a request.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
general/tcp

This plugin runs nmap to find open ports. low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
80/tcp

This plugin performs service detection. low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

This plugin performs service detection. low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

This plugin performs service detection. low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

This plugin performs service detection. low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

This plugin performs service detection. low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant
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Component Vulnerabilities Noted per Component Severity
Level

CVSS
Score

Compliance
Status

Exceptions, False Positives, or
Compensating Controls(Noted by
the ASV for this vulnerability)

Pass Fail

51.143.191.44
8172/tcp

Enumeration and reporting of SSL/TLS protocol versions supported by a
remote service.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

Enumeration and reporting of SSL/TLS protocol versions supported by a
remote service.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

This script collects and reports the details of all SSL/TLS certificates. This
data will be used by other tests to verify server certificates.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

This script collects and reports the details of all SSL/TLS certificates. This
data will be used by other tests to verify server certificates.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
general/tcp

It was possible to discover an additional hostname of this server from its
certificate Common or Subject Alt Name.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

Checks if the remote web server has HTTP Strict Transport Security (HSTS)
enabled.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
80/tcp

This VT tests if the remote web server does not reply with a 404 error code
and checks if it is replying to the scanners requests in a reasonable amount
of time.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

The remote web server is not enforcing HTTP Public Key Pinning (HPKP).
Note: Most major browsers have dropped / deprecated support for this
header in 2020.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

The remote web server is not enforcing HTTP Public Key Pinning (HPKP).
Note: Most major browsers have dropped / deprecated support for this
header in 2020.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

This script detects and reports the HTTP Server's banner which might
provide the type and version of it.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

This script detects and reports the HTTP Server's banner which might
provide the type and version of it.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

The SSL/TLS certificate contains a common name (CN) that does not match
the hostname.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

The SSL/TLS certificate contains a common name (CN) that does not match
the hostname.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

CONFIDENTIAL Page 3 of 8



Component Vulnerabilities Noted per Component Severity
Level

CVSS
Score

Compliance
Status

Exceptions, False Positives, or
Compensating Controls(Noted by
the ASV for this vulnerability)

Pass Fail

51.143.191.44
8172/tcp

All known security headers are being checked on the remote web server. On
completion a report will hand back whether a specific security header has
been implemented (including its value and if it is deprecated) or is missing on
the target.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

All known security headers are being checked on the remote web server. On
completion a report will hand back whether a specific security header has
been implemented (including its value and if it is deprecated) or is missing on
the target.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
80/tcp

All known security headers are being checked on the remote web server. On
completion a report will hand back whether a specific security header has
been implemented (including its value and if it is deprecated) or is missing on
the target.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

Web Servers can use a file called /robot(s).txt to ask search engines to
ignore certain files and directories. By nature this file can not be used to
protect private files from public read access.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

This routine reports all SSL/TLS cipher suites accepted by a service which
are supporting Perfect Forward Secrecy (PFS).

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

This routine reports all SSL/TLS cipher suites accepted by a service which
are supporting Perfect Forward Secrecy (PFS).

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

This routine reports all Medium SSL/TLS cipher suites accepted by a
service.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

This routine reports all Medium SSL/TLS cipher suites accepted by a
service.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

This routine reports all Non Weak SSL/TLS cipher suites accepted by a
service.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

This routine reports all Non Weak SSL/TLS cipher suites accepted by a
service.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
general/tcp

Collect information about the network route and network distance between
the scanner host and the target host.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

The remote web server is not enforcing HTTP Strict Transport Security
(HSTS).

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant
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Component Vulnerabilities Noted per Component Severity
Level

CVSS
Score

Compliance
Status

Exceptions, False Positives, or
Compensating Controls(Noted by
the ASV for this vulnerability)

Pass Fail

51.143.191.44
8172/tcp

This routine identifies services supporting the following extensions to TLS: -
Application-Layer Protocol Negotiation (ALPN) - Next Protocol Negotiation
(NPN). Based on the availability of this extensions the supported Network
Protocols by this service are gathered and reported.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

This routine identifies services supporting the following extensions to TLS: -
Application-Layer Protocol Negotiation (ALPN) - Next Protocol Negotiation
(NPN). Based on the availability of this extensions the supported Network
Protocols by this service are gathered and reported.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

This script tries to detect / enumerate different HTTP server banner (e.g.
from a frontend, backend or proxy server) by sending various different HTTP
requests (valid and invalid ones).

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

This script tries to detect / enumerate different HTTP server banner (e.g.
from a frontend, backend or proxy server) by sending various different HTTP
requests (valid and invalid ones).

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

This routine reports all SSL/TLS cipher suites accepted by a service. low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

This routine reports all SSL/TLS cipher suites accepted by a service. low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

HTTP based detection of Microsoft Internet Information Services (IIS) and
the underlying Microsoft Windows operating system version.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
443/tcp

HTTP based detection of Microsoft Internet Information Services (IIS) and
the underlying Microsoft Windows operating system version.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
general/tcp

This script consolidates the OS information detected by several VTs and tries
to find the best matching OS. Furthermore it reports all previously collected
information leading to this best matching OS. It also reports possible
additional information which might help to improve the OS detection. If any of
this information is wrong or could be improved please consider to report
these to the referenced community forum.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant
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Component Vulnerabilities Noted per Component Severity
Level

CVSS
Score

Compliance
Status

Exceptions, False Positives, or
Compensating Controls(Noted by
the ASV for this vulnerability)

Pass Fail

51.143.191.44
443/tcp

The script consolidates various information for CGI scanning. This
information is based on the following scripts / settings: - HTTP-Version
Detection (OID: 1.3.6.1.4.1.25623.1.0.100034) - No 404 check (OID:
1.3.6.1.4.1.25623.1.0.10386) - Web mirroring / webmirror.nasl (OID:
1.3.6.1.4.1.25623.1.0.10662) - Directory Scanner /
DDI_Directory_Scanner.nasl (OID: 1.3.6.1.4.1.25623.1.0.11032) - The
configured 'cgi_path' within the 'Scanner Preferences' of the scan config in
use - The configured 'Enable CGI scanning', 'Enable generic web application
scanning' and 'Add historic /scripts and /cgi-bin to directories for CGI
scanning' within the 'Global variable settings' of the scan config in use If you
think any of this information is wrong please report it to the referenced
community portal.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
8172/tcp

The script consolidates various information for CGI scanning. This
information is based on the following scripts / settings: - HTTP-Version
Detection (OID: 1.3.6.1.4.1.25623.1.0.100034) - No 404 check (OID:
1.3.6.1.4.1.25623.1.0.10386) - Web mirroring / webmirror.nasl (OID:
1.3.6.1.4.1.25623.1.0.10662) - Directory Scanner /
DDI_Directory_Scanner.nasl (OID: 1.3.6.1.4.1.25623.1.0.11032) - The
configured 'cgi_path' within the 'Scanner Preferences' of the scan config in
use - The configured 'Enable CGI scanning', 'Enable generic web application
scanning' and 'Add historic /scripts and /cgi-bin to directories for CGI
scanning' within the 'Global variable settings' of the scan config in use If you
think any of this information is wrong please report it to the referenced
community portal.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
80/tcp

The script consolidates various information for CGI scanning. This
information is based on the following scripts / settings: - HTTP-Version
Detection (OID: 1.3.6.1.4.1.25623.1.0.100034) - No 404 check (OID:
1.3.6.1.4.1.25623.1.0.10386) - Web mirroring / webmirror.nasl (OID:
1.3.6.1.4.1.25623.1.0.10662) - Directory Scanner /
DDI_Directory_Scanner.nasl (OID: 1.3.6.1.4.1.25623.1.0.11032) - The
configured 'cgi_path' within the 'Scanner Preferences' of the scan config in
use - The configured 'Enable CGI scanning', 'Enable generic web application
scanning' and 'Add historic /scripts and /cgi-bin to directories for CGI
scanning' within the 'Global variable settings' of the scan config in use If you
think any of this information is wrong please report it to the referenced
community portal.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

51.143.191.44
general/HOST-T

This VT summarizes technical information about the scanned host collected
during the scan.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant
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Component Vulnerabilities Noted per Component Severity
Level

CVSS
Score

Compliance
Status

Exceptions, False Positives, or
Compensating Controls(Noted by
the ASV for this vulnerability)

Pass Fail

51.143.191.44
general/CPE-T

This routine uses information collected by other routines about CPE
identities of operating systems, services and applications detected during the
scan. Note: Some CPEs for specific products might show up twice or more in
the output. Background: After a product got renamed or a specific vendor
was acquired by another one it might happen that a product gets a new CPE
within the NVD CPE Dictionary but older entries are kept with the older CPE.

low 0.0 ☒ ☐ Denial-of-Service vulnerability
marked as compliant

Consolidated Solution/Correction Plan for above Component 51.143.191.44

• To disable TCP timestamps on linux add the line 'net.ipv4.tcp_timestamps = 0' to /etc/sysctl.conf. Execute 'sysctl -p' to apply the settings at runtime. To disable TCP
timestamps on Windows execute 'netsh int tcp set global timestamps=disabled' Starting with Windows Server 2008 and Vista, the timestamp can not be completely
disabled. The default behavior of the TCP/IP stack on this Systems is to not use the Timestamp options when initiating TCP connections, but use them if the TCP peer that
is initiating communication includes them in their synchronize (SYN) segment. See the references for more information.

• Enable HSTS or configure the required directives correctly following RFC 6797 and security best practices. Some web servers may not send headers on certain status
codes by default, so ensure your configuration always sends the header.

• Enable HPKP or add / configure the required directives correctly following the guides linked in the references. Note: Some web servers are not sending headers on specific
status codes by default. Please review your web server or application configuration to always send these headers on every response independently from the status code. -
Apache: Use 'Header always set' instead of 'Header set'. - nginx: Append the 'always' keyword to each 'add_header' directive. For different applications or web severs
please refer to the related documentation for a similar configuration possibility.

• Review the content of the /robot(s).txt file and consider removing the files from the server or protect them in other ways in case you actually intended non-public availability.

• Enable HSTS or add / configure the required directives correctly following the guides linked in the references. Note: Some web servers are not sending headers on specific
status codes by default. Please review your web server or application configuration to always send these headers on every response independently from the status code. -
Apache: Use 'Header always set' instead of 'Header set'. - nginx: Append the 'always' keyword to each 'add_header' directive. For different applications or web severs
please refer to the related documentation for a similar configuration possibility.
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Part 3b. Special Notes by Component

Component Special Note Item Noted Scan customer’s description of actions taken and declaration that
software is either implemented securely or removed

Part 3c. Special Notes - Full Text

Note

Part 4a. Scan Scope Submitted by Scan Customer for Discovery

IP Addresses/ranges/subnets, domains, URLs, etc.

51.143.191.44 (live.paritor.com)

Part 4b. Scan Customer Designated "In-Scope" Components (Scanned)

IP Addresses/ranges/subnets, domains, URLs, etc.

51.143.191.44 (live.paritor.com)

Part 4c. Scan Customer Designated "Out-of-Scope" Components (Not Scanned)

IP Addresses/ranges/subnets, domains, URLs, etc.
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